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HEALTH AND CARE

Your care is personal.
Let’'s keep it that way.

Notice of Privacy Practices

YOUR INFORMATION. YOUR RIGHTS. OUR RESPONSIBILITIES.

THIS NOTICE DESCRIBES HOW YOUR PERSONAL HEALTH INFORMATION MAY BE USED
AND DISCLOSED, AS WELL AS HOW YOU MAY ACCESS THIS INFORMATION. PLEASE
REVIEW IT CAREFULLY.

At DuPage Medical Group, Ltd., we understand that your privacy is vitally important. As your
medical provider, we take proactive measures to safeguard your information. We understand
that with each office visit, you are placing your trust in us. We will make every effort to ensure
this trust is not breached, and that your privacy is protected.

This Notice was developed to provide you with information regarding your rights to privacy

and confidentiality. It contains our policies regarding privacy according to the Health Insurance
Portability and Accountability Act (HIPAA) rules and regulations. We encourage you to read this
information thoroughly so that you are fully informed about our policies and procedures.

We welcome any questions you may have regarding this information.

HOW TO CONTACT US:

IN WRITING

DuPage Medical Group, Ltd.
Attn: Privacy Officer

1100 W 31st Street

Suite 300

Downers Grove, IL 60515

BY PHONE
630-545-7600

_
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YOUR RIGHTS & HOW TO EXERCISE THEM

Get an electronic or paper copy of your medical record

You can ask to view or receive an electronic or paper copy of your medical record, and other health
information we have collected.

We wiill provide a copy or summary of your health information within 30 days of your request.
We may charge a reasonable, cost-based fee for copies of your medical record.

I%‘ Ask us to correct your medical record

You may request a correction of any of your personal health information that you believe is
incorrect or incomplete.

We may deny your request, but we will explain why in writing within 60 days. You have the right to
appeal our decision.

'E Request confidential communications

You can ask us to contact you in a specific way (for example, home or office phone) or to send mail
to a different address. We will say “yes” to all reasonable requests.

@ Ask us to limit what we use or share

You can ask us not to use or share certain health information for treatment, payment, or
operational purposes. We are not required to agree to your request; we may deny your request if it
would affect your care.

If you pay for a service or health care item out-of-pocket in full, you can ask us not to share that
information for the purpose(s) of payment or our operations with your health insurer.
We will say “yes” unless a law requires us to share that information.

We participate in Epic’'s “Care Everywhere” platform, which means that we share your medical
records via secure, encrypted connections that enable your care providers to access your health
information when treating you. The information shared includes your medical history, previous
diagnoses, test results (i.e. labs and imaging), current medications, allergies, and progress notes.
This connection allows for real-time access without having to wait for records to be transferred
between facilities. You may opt-out if you do not want your record shared with your treating
providers through Care Everywhere.

1= Request a list of those with whom we’ve shared information

2 —
3 m— You can ask for a list of the times we have shared your health information, who we have shared it
with and why we have shared that information. You may request this information dating back 6

years prior to the date of your request.
We will include all disclosures except for those about treatment, payment, our operations, and
certain other disclosures (such as any you asked us to make). You may request this list once per

year at no cost to you, but any additional requests within the same 12-month period can incur a
reasonable, cost-based fee.

g Request a copy of this privacy notice

You can ask for a paper copy of this Notice at any time, even if you agreed to receive the notice
electronically. We will provide you with a paper copy promptly.
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YOUR RIGHTS & HOW TO EXERCISE THEM
Ve f‘)Q(’W Choose someone to act for you
f‘% J - Ifyou have given someone medical power of attorney, or if someone is your legal guardian,

that person can exercise your rights and make decisions regarding your health information.

We require that a copy of the appropriate documentation supporting this authority be provided
to us before we will allow this person to exercise your rights.

E@ File a complaint if you feel your rights are violated

Protecting your privacy and rights under HIPAA is important to us. If you feel we have violated your
privacy or any of the rights listed here, please contact our Privacy Officer using the information
included on the first page of this Notice. We will not retaliate against you for filing a complaint.

In addition, you may file a complaint with the U.S. Department of Health and Human Services
Office for Civil Rights:

IN WRITING BY PHONE

Office for Civil Rights 877-696-6775

U.S. Department of Health and Human Services 800-537-7697 (TDD)

200 Independence Ave.

SW, Washington, D.C. 20201 ONLINE

www.hhs.gov/ocr/privacy/hipaa/complaints/

|
YOUR CHOICES

For certain health information, you can tell us your preference with regard to what we share. If you have a clear
preference for how we share your information in the situations described below, please reach out to us. Tell us what
you want us to do and we will follow your instructions.

In these cases, you have both the right and choice to tell us to
- Share information with your family, close friends, or others involved in your care.

Share information in a disaster relief situation.

If you are not able to tell us your preference (for example, if you are unconscious), we may share your
information if we believe it is in your best interest. We may also share your information when needed to
lessen a serious and imminent threat to health or safety.

If there is someone you do not want us to disclose your health information to, please contact us in writing.

=4 In these cases, we never share your information unless you give us written permission
A - We must obtain your authorization for the following purposes (and for all other uses and disclosures)
not described in this Notice:
- Marketing

- Sale of your information

- Most sharing of psychotherapy notes, alcohol treatment and drugdependence treatment,
unless otherwise required by law

& In the case of fundraising

We may contact you for fundraising efforts on behalf of Duly, but you have the right to opt-out of these
communications.

—w In the case of patient experience surveys

'“‘{}D - We have partnered with a vendor to contact patients regarding your experience with us. The vendor
= is a business associate of ours and will maintain the privacy and confidentiality of your information in

compliance with HIPAA regulations.
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HEALTH AND CARE

We participate in [-CARE - the lllinois Immunization Registry. Participation in the registry includes sharing

'% Immunizations
i

demographic and immunization records with other participating providers. You may choose to opt-out of
sharing immunization record information with other providers using I-CARE.

Immunization records may be shared with a school when oral or written permission is given from the
patient, parent or legal guardian, as appropriate.

OUR USES & DISCLOSURES

We typically use or share your health information in the following ways: Treatment, Payment, and Operations (TPO)

To treat you
j - We can use your health information and share it with other professionals that have a treatment

&

relationship with you.

Example: A doctor treating you for an injury may ask another doctor who treated you about your overall
health condition.

We may use and disclose medical information about you to contact you about health-related benefits
and services that may be of interest to you, including:
- To describe a health-related product or service that is provided by us.
- For case management or your care coordination.
- To direct or recommend alternative treatments, therapies, health care
providers or settings of care.

We may communicate with you about our products and services through face-to-face communication.
We may also communicate about products or services in the form of a promotional gift of nominal value.

‘{‘:’}‘@ Operate our organization

We can use or share your health information to operate our practice, improve your care, and contact you
when necessary.

Example: We use your health information to manage your treatment and services, such as appointment
reminders, and to train our staff.

We can share your health information with “business associates” - individuals or companies that provide
services to Duly. This may include a survey vendor, a software vendor, a billing vendor, or a collection
agency. We require our business associates to protect your information.

bill for our services
We can use and share your health information to bill and receive payment from health plans and other
entities responsible for the payment of your care.

Example: we provide information about you to your health insurance plan so it will pay for services
provided to you.
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In certain instances, we are permitted or required to share your information for public health, research and other legal
purposes. We have to meet certain legal conditions before we can share your information for these purposes.

Help with public health and safety issues
arre - When certain requirements are met, we can share your health information for purposes such as:
- Preventing disease
- Helping with product recalls
- Reporting adverse reactions to medications
- Reporting suspected abuse, neglect, or domestic violence, if agreed to by you
- Preventing or reducing a serious threat to health or safety

Do research
We can use or share your information for health research, or to contact you about research projects
you may qualify for.

it

We may use or share your information for research only after the project has been approved.

Comply with the law
We will share information about you if state or federal laws require that we do so, including when the
U.S. Department of Health and Human Services requests your information, to confirm that we are in
compliance with HIPAA.

Q@

Respond to organ and tissue donation requests
We can share your health information to facilitate organ, eye or tissue donations with entities engaged
in organ procurement.

Work with a medical examiner or funeral director
We can share health information with a coroner, medical examiner, or funeral director to allow them to
carry out their duties when an individual dies.

B o

Workers’ compensation, law enforcement, and other government requests
We can use or share your health information:

- For workers compensation claims

- For law enforcement purposes when certain requirements are met
With health oversight agencies for activities that are authorized by law
- To a correctional institution or law enforcement official who has custody of you
- For special government functions such as military, national security, and presidential protective

services

i

Respond to lawsuits and legal actions
We can share your health information in response to a court or administrative order,
orin response to a subpoena.

Minor children
We can share your health information in response to a court or administrative order,
or in response to a subpoena.

®)
@

We may share health information with a minor’s parent or guardian, except:
- Where prohibited by law.
- If the minor is emancipated, pregnant, married, or has a child.
- If the minor is receiving certain kinds of treatment (examples listed below), and they are over 12
years of age and state or federal law does not require or permit us to make disclosures:
HIV or STD testing - Drug or alcohol abuse treatment
Mental health treatment + Pregnancy testing
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- We are required by law to maintain the privacy and security of your health information, and to provide you with this Notice.
- We will let you know promptly if a breach occurs that may have compromised the privacy or security of your information.
- We must follow the duties and privacy practices described in this Notice, and we must provide you with a copy of this Notice.

- We will not use or share your information (other than as described here) unless you specify that we can by notifying us in
writing. You may change your mind about this at any time; please notify us of this change in writing.

Who Is Bound By This Notice
This Notice of Privacy Practices describes the practices of DuPage Medical Group, Ltd., which includes current and future
subsidiaries, employees, contracted services, agencies, trainee students and volunteer groups.

Changes to this Notice
We can change the terms of this Notice and the changes will apply to all information we have about you. The new
Notice will be available in our clinics, on our website, and upon request. This notice is effective as of January, 29 2023.

DuPage Medical Group, Ltd. (“Duly”), which includes current and future subsidiaries, as well as The South Bend Clinic, LLC,
maintains its patient health record through the use of an electronic health record system (“EHR System”) which was
previously shared with Edward Health Services Corporation (“Edward”) until April 9, 2022, when Duly ceased to
participate in a shared EHR System. Through the EHR System, PHI (Protected Health Information) of Duly patients

that was part of the shared system prior to April 3, 2022 is combined with that of Edward, such that each patient

has a single, longitudinal health record with respect to health care services provided by Duly and Edward.

Through the EHR System, Duly and Edward have formed an organized system of health care in which Duly and Edward
participate in joint utilization management and/or quality assurance activities, and as such, qualify to participate in an
Organized Health Care Arrangement ("OHCA") as defined under HIPAA. As OHCA participants, Duly and Edward may
use and disclose the PHI contained within the EHR System for treatment, payment and health care operations purposes
of the OHCA participants (with limited exceptions).

ACA Section 1557 Notice of Nondiscrimination

Duly complies with applicable Federal civil rights laws and does not discriminate on the basis of race, color, national origin,
age, disability, or sex. Duly does not exclude people or treat them differently because of race, color, national origin, age,
disability, or sex.

DuPage Medical Group, Ltd.:
Provides free aids and services to people with disabilities to communicate effectively with us, such as:
- Qualified sign language interpreters
- Written information in other formats (Iorge print, audio, accessible electronic formats, other formats)
Provides free language services to people whose primary language is not English, such as:
- Qualified interpreters
- Information written in other languages

If you believe that Duly has failed to provide these services or discriminated in another way on the basis of race, color,
national origin, age, disability, or sex, you can file a grievance by using the below contact information.

IN WRITING: BY PHONE:
DuPage Medical Group, Ltd. 630-456-7484
Attn: Patient Experience BY EMAIL:

1100 W 3lst Street, Suite 300 patientexperience@dulyhealthandcare.com

Downers Grove, IL 60515

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil Rights,
electronically through the Office for Civil Rights Complaint Portal, available at https://ocrportal.hhs.gov/ocr/portal/lobby.
jsf, or by mail or phone at:

IN WRITING BY PHONE:

U.S. Department of Health and Human Services 1-800-368-1019, 800-537-7697 (TDD)
200 Independence Avenue, SW
Room SO9F, HHH Building
Washington, D.C. 20201

Complaint forms are available at:
www.hhs.gov/ocr/office/file/index.html.
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If you speak (insert language), language assistance services are available to you free of charge. This organization com-
plies with applicable Federal civil rights laws and does not discriminate on the basis of race, color, national origin, age, dis-
ability, or sex. If you feel you need to reach the U.S. Department of Health and Human Services Office for Civil Rights, their
phone number is 1-800-368-1019, 1-800-537-7697 (TDD).

SPANISH

Si habla espaniol, los servicios de asistencia de idioma estan disponibles para usted, sin ninglin costo. Esta organizacion cumple
con las leyes federales vigentes de derechos civiles y no discrimina con base en la raza, el color de piel, el pais de origen, la
edad, discapacidad o el sexo. Si considera que debe comunicarse con la Oficina de Derechos Civiles del Departamento de Salud
y Servicios Humanos de los EE. UU., el nimero de teléfono es 1-800-368-1019, 1-800-537-7697 (TDD).

POLISH

Jesli méwisz po polsku, mozesz skorzystac z bezptatnej pomocy jezykowej. Organizacja ta zapewnia zgodnos¢ z obowigzujgcymi
federalnymi prawami obywatelskimi i nie dopuszcza sie dyskryminacji ze wzgledu na rase, kolor skéry, pochodzenie narodowe,
wiek, niepetnosprawnos¢ lub pte¢. W przypadku koniecznosci skontaktowania sie z biurem ds. praw obywatelskich
amerykanskiego wydziatu zdrowia i opieki spotecznej nalezy skorzysta¢ z numeru telefonu, 1-800-368-1019, 1-800-537-7697
(TDD).

CHINESE
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KOREAN
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TAGALOG

Kung nagsasalita ka ng Tagalog, may magagamit kang mga serbisyong tulong sa wika na walang bayad. Ang organisasyon na ito
ay sumusunod sa mga naaangkop na Pederal na batas sa karapatang sibil at hindi nandidiskrimina batay sa lahi, kulay, bansang
pinagmulan, edad, kapansanan o kasarian. Kung sa iyong palagay ay kailangan mong makipag-ugnayan sa Office for Civil Rights
ng U.S. Department of Health and Human Services, ang kanilang numero ng telepono ay 1-800-368-1019 at 1-800-537-7697
(TDD).

ARABIC
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HEALTH AND CARE

N&u quy vi ndi Tiéng Viét, quy vi c6 thé sir dung dich vu hd tro ngdn ngit mién phi cé san. TS chirc ndy tuan thd cac luat vé
quyén cong dan Lién Bang va khdng phan biét d8i x( trén co s& ching tdc, mau da, ngudn géc quéc gia, tudi tac, khuyét tat,
hodc gidi tinh. Néu quy vi cho rang minh can lién lac BO Y T& va Dich Vu Nhan Sinh Hoa Ky, Van Phong Quyén Cong Dan, s& dién
thoai cGa ho |a 1- 800-368-1019, 1-800-537-7697 (TDD).

RUSSIAN

Ecnn Bbl roBOpMTE Ha PYCCKOM f3blKe, TO BaM A0CTyMNHbl becnnaTtHble ycnyrn nepesosa. [JaHHasa opraHusauna cobaogaet
aevicteytollee dpesepanbHOE 3aKOHOAATENBLCTBO B 061aCTM 3aLLMTbl NPaB Ye/I0BEKA U He A0MYCKAeT ANCKPUMUHALMM NO TaKUM
npr3HaKaMm, KaK paca, LBET KOXKU,HaLMOHAIbHOCTb, BO3PACT, OrPaHUYEHHblE BO3MOXKHOCTU UK NoA. Eciv Bbl XOTUTe cBA3aTbCA
¢ YnpasneHnem 3awmTbl rpaxkaaHckux npas (Office for Civil Rights) MuHucTepcTBa 34paBOOXPAaHEHUA U COLMANBHOMO
obecneveHua CLUA (Department of Health and Human Services), o6pauwaiitecb no Homepy: 1-800-368-1019, 1-800-537-7697
(nHWA TDD ans v, ¢ HapyLWEeHUAMM CAyXa).

GUJARATI

% A A2Ucll wilell 81, dl AL US1A A dHA [1:Q€5 Guetod B, 2L UL A1 USL 3SRA <lI91RS [HSIR
SIYE1)e] Uldeal 53 & wal (d, 231, ALY Y, GUR, [ASEidldl MAdl AsAetl MR ALHId Sl dlefl. B dHA L B ¥
dHR USludis] %02 BY Y. [SUlHee w]s el WS gHst (AU 215U §12 RilAd A2, AMedl §lot «ied2 1-800-
368-1019, 1-800-537-7697 (21S1S]) B.

ITALIAN

Se la tua lingua é l'italiano, avrai a disposizione un servizio di assistenza linguistica gratuita. Questa organizzazione osserva le
leggi federali sui diritti civili e non compie discriminazioni sulla base di razza, colore della pelle, nazionalita, eta, disabilita o
sesso. Se senti la necessita di contattare I'Ufficio per i diritti civili del Dipartimento della sanita e dei servizi sociali degli Stati
Uniti (U.S. Department of Health and Human Services, Office for Civil Rights), il numero di telefono € 1-800-368-1019, 1-800-
537-7697 (TDD).

HINDI

3T 310 & * TSI ST §3, Tl MTUeh STT HTH Tl §aTd @b IUCBY §3 | T8 WIS AR 81 AT HEfig ATRD
3K DTL BT STUTCH BT & | AR T8 I, T, IPQ+T A, 31, SISHAT AN 5T o YR IR HEGHTE T8 0T Hell
B SR U AT & U MU val vwa 3R HaT 9aTT, TIXd Iva 3R] ZaHTT, AR SHKYBR BR aTed (3.2
TY. \SUC_T'T 31 g@Y TS ¢ 7 Azd_ I, iUt T TR 59 Zdd J3hd) I JU&H_ HAT A1&EY 1 3P BIF AR § 1-
800-368-1019, 1-800-537-7697 (TDD)

FRENCH

Si vous parlez francgais, des services d’aide linguistique vous sont proposés gratuitement. Cette organisation respecte les lois
fédérales en vigueur relatives aux droits civiques et ne pratique aucune discrimination basée sur la race, la couleur de peau,
I'origine nationale, I’age, le sexe ou un handicap. Si vous souhaitez contacter |'Office for Civil Rights (Bureau des Droits Civiques)
de I'U.S. Department of Health and Human Services (Département de la Santé et des Services sociaux des Etats-Unis), composez
le numéro suivant : 1 800 368 1019, 1 800 537 7697 (TDD).

GREEK

Av phdate EAAHNIKA, SlatiBevtal uninpeoieg petadpaong otn yYAwooa oag Xwpig XpEwaon. AUTOG 0 OPYOQVLIOHOG CUMMOopdWVETAL
UE TNV LoxVouoa opoomovSiakr) vopoBeaoia neptl Sikaltwpdtwy tou moAitn kat Sev mpaypoatonolel Stakpioelg Baoel puAng,
XPWHOTOC, EBVIKAG Kataywyng, NAiag, avamnpiog i dpUAou. Av Bewpelte OTL IPEMEL val ETUKOLVWVIOETE e TO YIToupyeio
Yyeiog kat Kowwvikng Mpovolag twv HIMA, kaAéote 1-800-368-1019, 1-800-537-7697 (TDD).

GERMAN

Wenn Sie Deutsch sprechen, stehen fiir Sie kostenlos Sprachassistenzdienste zur Verfiigung. Diese Organisation erfillt die
geltenden US-amerikanischen Biirgerrechtsgesetze und nimmt keinerlei Diskriminierung beziglich Rasse, Hautfarbe, nationaler
Herkunft, Alter, Behinderung oder Geschlecht vor. Wenden Sie sich bei Bedarf bitte an das Amt fiir Birgerrechte (Office for Civil
Rights) im Ministerium fir Gesundheitspflege und Soziale Dienste (US Department of Health and Human Services) unter
folgenden Rufnummern: 1-800-368-1019, 1-800-537-7697 (Schreibtelefon TDD).




